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Type 1 in chat if
you know what

a DACL is...



IT Support Issue

Pentest

Security Incident

PERMISSIONS: SILENT BUT
DEADLY, UNLESS. . .



Background: Help Desk > Sysadmin > Security

Day Job: Internal Pentesting, Assume Breach,
Active Directory Security

Ethos: Spirit of a hacker, heart of a defender

Receipts: CRTO, PNPT, CISSP, GPEN, CVEs

Side Hustles: Content, Tools, SWAG!

S r .  P e n t e s t e r  @ S e c u r I T 3 6 0
Spencer Alessi

TWITTER.COM/TECHSPENCE
LINKEDIN.COM/IN/SPENCERALESSI
YOUTUBE.COM/@TECHSPENCE
ETHICALTHREAT.ETSY.COM

SECURIT360.COM

recovering sysadmin

https://twitter.com/techspence
https://linkedin.com/in/spenceralessi
https://youtube.com/@techspence
https://ethicalthreat.etsy.com/
https://securit360.com/


Why are permissions so
important? What ’s  the big
deal?

Safeguard sensitive data and
resources by ensuring that only
authorized users have access.

Strict permissions supports
regulatory and legal compliance by
ensuring that access controls meet

required standards and are
auditable.

 Inadequate permissions can create
vulnerabilities and potential attack
paths that threat actors can exploit

to escalate privileges or gain
unauthorized access.

Maintain accuracy and consistency
of data, preventing unauthorized

changes.

Security

Compliance Attack Paths

Integrity

ACTIVE
DIRECTORY
PERMISSIONS



PERMISSIONS
101: PART 1
10 things to know about
permissions...

SECURABLE
OBJECTS

SECURITY
PRINCIPAL

PERMISSIONS

DELEGATED
PERMISSIONS

1

2

3

4

Any entity that can be authenticated by
the operating system, such as a user
account. They each have a unique
security identifier (SID)

Users, computers, groups, OUs, etc

Rules that define the level of access an
object has over another object

Assigning specific permissions to
objects without requiring that object be
a member of a group

ACL, DACL, SACL and the ACE by Daniel Ulrichs

https://secureidentity.se/acl-dacl-sacl-and-the-ace/


PERMISSIONS
101: PART 2
10 things to know about
permissions...

ACCESS
CONTROL

ENTRY (ACE)

ACCESS
CONTROL LIST

(ACL)

DISCRETIONARY
ACCESS

CONTROL LIST
(DACL)

SYSTEM
ACCESS

CONTROL LIST
(SACL)

5

6

7

8

Ordered list of ACEs that define the protections
that apply to an object and its properties. Each
ACE identifies a security principal and specifies
a set of access rights that are allowed, denied,
or audited for that security principal

What describes access rights a
security principal has to the secured
object. Usually lots of these

Identifies the users and groups that are
assigned or denied access permissions on an
object. It contains a list of paired ACEs (Account
+ Access Right) to the securable object

Allow for monitoring access to secured objects.
ACEs in a SACL determine what types of access
is logged in the Security Event Log

ACL, DACL, SACL and the ACE by Daniel Ulrichs

https://secureidentity.se/acl-dacl-sacl-and-the-ace/


PERMISSIONS
101: PART 3
10 things to know about
permissions...

ACCESS
RIGHTS

ACE 
TYPES

9

10
Generic - affect either all types of objects or
distinguish only between containers (like
folders) and non-containers (like files)

Object Specific - ACEs that apply to specific
properties of an object or child object

Permissions that control what actions users
can perform on objects, E.g.:

GenericAll - aka full control
GenericWrite - r/w all properties
WriteDacl - Modify the objects DACL
User-Force-Change-Password - change
password without knowing previous

ACL, DACL, SACL and the ACE by Daniel Ulrichs

https://secureidentity.se/acl-dacl-sacl-and-the-ace/


ACL, DACL, SACL and the ACE by Daniel Ulrichs

PERMISSIONS
101: EXAMPLE
10 things to know about
permissions...

https://secureidentity.se/acl-dacl-sacl-and-the-ace/


PERMISSIONS
101: DEMO





THE ACTIVE
DIRECTORY
PERMISSION
CHALLENGE

Know what to
look for

Know where
to look



ACTIVE DIRECTORY
IS DESIGNED FOR
ADMINISTRATION
NOT SECURITY

Almost no warnings about
insecure/misconfigured
permissions

It’s very easy to make
mistakes & overlook things

And that ’s  ok.  I  don’t  know what I ’m doing

half  the t ime, on a good day. .

It assumes you know 
what you are doing...



Security Groups
Organizational Units
Group Policies
File Shares
Logon Scripts
Certificate Services/Templates
Administrative & Service Accounts
User & Computer objects
Everywhere...

WHERE TO
LOOK

More on this in a second. . .



Low privilege security principals
(unsafe users) that have unsafe permissions on high-
privilege securable objects/resources

Example: Domain Users with FullControl on the Account
Operators  Security Group

WHAT TO
LOOK FOR:
USE CASE #1



Administrative security principals 
with unsafe permissions on high-privilege 
securable objects/resources

Example: IT Help Desk with User-Force-Change-
Password on the Domain Admins Security Group

WHAT TO
LOOK FOR:
USE CASE #2



Broad groups of users that don’t typically 
have administrative access.

Domain Users
Authenticated Users
Everyone
Non-administrative Security Groups

UNSAFE
USERS



Overly broad/misconfigured access that could allow 
unauthorized users or groups to modify or access 
critical objects.

Full Control - GenericAll
Write/Modify - GenericWrite, WriteAllProperties, WriteDacl
User-Force-Change-Password
Owns, change owner
Create child objects, delete child objects
Add/delete delegations
Delete
Replicate directory changes, replicate directory changes all (DCSync)

UNSAFE
PERMISSIONS



Lowest privileged securable
objects/resources

Non-administrative groups, users, computers,
and OUs
Such as...Domain Users, Everyone, Authenticated Users, end-
user computers, etc.

Low privilege trustees --> high privilege resources

WHERE TO
START:  USE
CASE #1



Highest privileged securable 
      objects/resources

Tier 0 groups, users, computers, servers 
       and OUs

Such as...Domain Admins, Enterprise Admins, Domain
Controllers, jump boxes/PAWs, IT admin workstations,
critical servers, service accounts, administrative OUs, etc.

Tier 0 Blog Posts An excel lent
journey of learning about Tier  0 by

Jonas Bülow Knudsen

WHAT NEXT

high privilege resources <-- Low privilege trustees

https://posts.specterops.io/what-is-tier-zero-part-1-e0da9b7cdfca
https://www.linkedin.com/in/jonas-bk


MANUAL PERMISSION
REVIEW: DEMO

Already misconfigured AD environment
eureka.local (domain root)
Domain Controllers OU
Eureka>Admins OU
SCCM Admin





TOOLS TO
HELP

ADeleg & ADeleginator
PingCastle
PurpleKnight
ScriptSentry
Locksmith

https://github.com/techspence/ADeleginator

https://github.com/mtth-bfft/adeleg
Created by Matthieu Buffet

https://github.com/techspence/ADeleginator
https://github.com/mtth-bfft/adeleg


ADELEG  &
ADELEGINATOR: DEMO





REMEDIATION
ADVICE

Document, document, document...

Over communicate

Challenge assumptions

Test & learn

Have a rollback plan



RESOURCES
ACL, DACL, SACL and the ACE by Daniel Ulrichs
Microsoft Delegated Admin Documentation
Trimarc Whitepaper: Owned or Pwned by Jim Sykora
ADeleg & ADeleginator
ADeleg: The Active Directory Security Tool You’ve
Never Heard Of
Webinar - How To Harden Active Directory To
Prevent Cyber Attacks

https://secureidentity.se/acl-dacl-sacl-and-the-ace/
https://learn.microsoft.com/en-us/windows-server/identity/ad-ds/plan/delegating-administration-by-using-ou-objects
https://www.hub.trimarcsecurity.com/post/trimarc-whitepaper-owner-or-pwnd
https://www.linkedin.com/in/jimsykora?miniProfileUrn=urn%3Ali%3Afs_miniProfile%3AACoAADFgy6cBX6IXeWwpvJAo5Z0M2B7f4iczrZg
https://www.linkedin.com/in/jimsykora
https://github.com/mtth-bfft/adeleg
https://github.com/techspence/ADeleginator
https://www.linkedin.com/pulse/adeleg-active-directory-security-tool-youve-never-heard-alessi-lvqze/?trackingId=hTSD9c2kQDm4%2BBl%2Bsl15dQ%3D%3D
https://www.linkedin.com/pulse/adeleg-active-directory-security-tool-youve-never-heard-alessi-lvqze/?trackingId=hTSD9c2kQDm4%2BBl%2Bsl15dQ%3D%3D
https://offsec.blog/hardenadwebinar
https://offsec.blog/hardenadwebinar


THANK YOU

QUESTIONS?


